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Utility Cyber-Security Protections Strengthened
New York Utilities Participate in Mutual Assistance Initiative to Unite Against Cyber-Attacks
ALBANY — The New York State Public Service Commission (Commission) today granted the state’s
largest electric and gas utilities permission to lease or transfer utility property amongst themselves
and other utilities in the United States and Canada in the event of a cyber-attack. The initiative, part of
the Cyber Mutual Assistance (CMA) program, provides for mutual assistance among utility
participants in anticipation of, during, or following a cyber incident through the voluntary lease or
transfer of services, labor or equipment.
“New York is a hub for significant financial, governmental, manufacturing, and transportation
infrastructure that has higher than normal risk of cyber-attack for either criminal or geopolitical
reasons,” said Commission Chair John B. Howard. “Our utilities’ participation in this type of mutual
assistance program is both appropriate and timely in light of the increased recent cyber-attacks on
critical infrastructure. Being able to recover and return to normal operations as quickly as possible is
critical, thus pre-approval of transfers of utility property and equipment under the CMA program is in
the public interest.”
In its decision, the Commission granted the largest utilities in New York — Consolidated Edison
Company of New York, Inc., Orange and Rockland Utilities, Inc., National Grid, Central Hudson Gas
& Electric Corporation, New York State Electric & Gas Corporation, Rochester Gas & Electric
Corporation, and National Fuel Gas Distribution Corporation — approval to lease or transfer utility
property to participants of the CMA program. In addition, New York electric and gas utilities that join
the CMA program were also granted approval to lease or transfer utility property to participants of the
CMA program.
The Commission said the utilities’ participation in the CMA program will not adversely affect their
provision to provide safe and reliable service as the program participants are under no obligation to
respond to assistance requests. Pre-authorization of utility equipment leases or transfers allows the
larger utilities to respond to cyber events under the CMA program at the time the assistance is
needed, without having to wait for approval by the Commission.
Utility mutual assistance programs, which enable the program participants to share critical resources
to facilitate timely recovery following storms or other natural disasters, are a longstanding energy
industry practice. The CMA program is an extension of the tradition of mutual assistance through
collective emergency response. The program was developed to counter the increasing and evolving
threats to the cybersecurity of energy infrastructure. While traditional utility mutual assistance

programs are usually coordinated at regional or state level, the CMA program allows utilities across
the United States and Canada to share critical resources and equipment during and/or in recovery
from a cyber-attack event. The membership is comprised of most of the major New York State
electric and gas utilities and over 155 other entities including gas and electric utilities, regional
transmission organizations, and independent system operators.
When responding to a cybersecurity incident, the utilities can request assistance in the form of
services, equipment, and/or personnel. A member may request certain tools or equipment to aid in
the response to the incident itself, or request equipment to replace equipment that was damaged or
compromised during a cybersecurity incident. Under the CMA program, the participants directly
impacted by a cybersecurity event are not obligated to request or receive assistance. Similarly,
utilities are not required to respond to requests for assistance or to provide such assistance.
Today’s decision may be obtained by going to the Commission Documents section of the
Commission’s Web site at www.dps.ny.gov and entering Case Number 21-M-0106 in the input box
labeled "Search for Case/Matter Number". Many libraries offer free Internet access. Commission
documents may also be obtained from the Commission’s Files Office, 14th floor, Three Empire State
Plaza, Albany, NY 12223 (518-474-2500). If you have difficulty understanding English, please call us
at 1-800-342-3377 for free language assistance services regarding this press release.
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